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Abstract

Since technology improved so fast, Automatic Facial Recognition (AFR) systém has
become more and more mature. Nowadays, AFR is commonly used not only in public
sector but also in private. Undoubtedly, AFR brings convenience, however, it also raises
great privacy issue as well. In 2012, National Police Agency started to apply their own
AFR system, the so-called M-Police Facial Recognition system, to several services.
This thesis will focus on analyzing the legality of police administration using M-Police
facial recognition system identifying people. To be more specific, focus on the legality
of the use of the system in terms of preventing hazards.

The analysis will start with the impact it brought to the rights protected under the
Constitution. According to Article 23 of the Constitution, all the freedoms and rights
enumerated in the preceding Articles shall not be restricted by law except by such as
may be necessary to prevent infringement upon the freedoms of other persons, to avert
an imminent crisis, to maintain social order or to advance public welfare. Therefore, the
thesis would first discuss whether the law is needed if police officers use AFR under the
consent of the person. Analyze the relationship between consent and Legal Retention
Principle and then discuss whether Police Power Exercise Act is enough to support the

use of M-Police Automatic Facial Recognition system.

Nevertheless, in order to use AFR system properly, face database is necessary. In
order to make the best use of M-Police facial recognition system, National Police
Agency built the face database not only from their own database but also from National
ID Card Photo Database kept in the Department of Household Registration, Ministry of
The Interior. Such incorporation was the most controversial. It would raise serious
personal data protection issue when the data was transformed from one agency to
another. Yet the thesis would also analyze the legal problem involved in such behavior
under Personal Data Protection Act.

Key words: Automatic Facial Recognition system, privacy, consent, Legal
Retention Principle, Police Power Exercise Act, personal data protection, the
principle of purpose-specification, data sharing between sectors,
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there is a match between the member of the public and the watchlist face. ; R (Bridges) v CCSWP and
SSHD [2019] EWHC 2341.
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